JAPAN P& 1 CLUB 5548 %5 2020 “E 5 H]
‘.} PUM ORI N3V AAR

Witk : AR TR AR BRI 22T Y XUy 3 VHERERR

YAIN—-URT&E
YLAN—EF2VUT HR

il =€ hR

L U "= U@ v \
0 00101119 10 LT (
11101 11} (0011 BT010
0 010100 0111 )00
1100000 w1001 000
011 10020000 00111010

0146 14001101111 047101
‘ 0r10 1 1114073

" ~ ~
(e . AT o
#11101.0110.001

EEEE] .



P&l OX7YNRUavhHMR

H X

[T (P o)
1Y 5 = = PP 3
T e e s 10 PP 5
BIMCO H1/)\—t+a2UFr%IE (BIMCO Cyber Security Clause) 2019 - 6
== 2 PP 7
G EREEZTZE T DFEHGER G +-veovverrveerreermemrneerme et et et ettt 1
BB (CARSBARDIRIE TIE oovverrreereemrreerreeee ettt 12
T

-BIMCO HA/\—tzFa2UF I8 (BIMCO Cyber Security Clause 2019) «--oooeeeeeeeees 14
- HHEARER 9 No.28 U1 /\—tFa1UF~ (Dry Bulk Management Standard) -+ 15
AN TF AU T AN R=I A RIRIAG v 18

FU®IC

- o : | t
2020 A LI, HARZMRET 2 Bifir B2 4+~ KRB 2 A N — B s
BN E Lize BFSIFICBIT A 3=t F 2 7 1 O, FEEipi T
» GPS - HLY (Spoofing) MIEEDLH Y, ZHICHEF o T E ., £ L THHIL
A B L S N A M B2 FE LTI FAE 2021 45 DR Il o 54154 (DOC -
Document of Compliance) F TIZH A N—tF 2 T4 <vh—I A b% SMS~
WYAGEHIITIMO AL FIAL Y THEIATVWI S, ZOIMOTA F74 ¥id
BHTIE Vb o0, FEENIFRZT A FF A4 IR 2 L9 ROTWET,
RITA R, 20184E 5 HICRATLZ2u AT YRy Y a v A4 K425 [HA 3= A
sEFAN—LF ) T4 KR oMM E LT, MAES ETo T Tk
MRERDIRIE R EZRA L, YA N—tF 2 T4 —T XV bOVER, 1%
AR O F 2) T4 A=Y A Y PORBE LI TTHFUTE BT T,

IMO U—Fa15—

- » ‘ ‘ v.“ia,

201411 B-BIAEBLEEZER (MSC4)
BEABOTIIINEICK) TAN—YRT LADEEDBINICEN LTV S
TEEBER. M. BB, BERBOREETAN—YRT LZEOL I
IYVRBELEDED, FAN—EFIUT 1 A RS VDRECDVNTRES
n& Ui,

2016 &£ 5 A - B 96 BB LRELERR (MSC96)

F£96 OB LR2RER (MSC 96) Tld. ERAA RI4 U RUBBHRE
ZEIANRIERHIDOY A N—tF 21U T WERICBEIT DEEN A RS A~
MSC.1/Circ.1526 DEGRENE Ulce BAA R34 VIEk BLD#E PR
TLICBEUICHBREH ZRET 20D TIFR, FAN—URTEEDS
HICEFTNEBRITINE UL

20176 A-%9% EiBLRLZAR (MSC98) MSC.428 (98)

MSC #5 (MSC.428 (98) : Maritime cyber risk management in safety
management systems) AERIREN. ISM O— RICED<KLZLBEY AT A
ZBUTHAN—URIEREZRMT D EMHEEINT LI
BEUAN-UIXIIXIAY SDHA RS A IFEMSC.1/Circ.1526 & U
TERIN TV IEBHDZEH T, MSCRU FALDOEREBE (MSC-FAL1/
Circ.3 : Guidelines on maritime cyber risk management) & U THEFEIN
F LIz



P&l

OX7TINavHM1R

IMO 1 F3 1T,
MRAGHAIN—VRIIRIAY FREDT8HIC
UTOEZRZEHTVET,

MEE] EADRBEIRUVEEZHRICL T, hEER T ESITHO
BRICU RV EODT VAT A ME. T4, HREEREL TH<
&

MRE | UZTHEO 7O ARURE., WRICH A N— XY D
SREITZHOY AVEREAEREL T MENEEMERET
Y

M&E) YAN—AVITFTUREYA LY —[CRNT B0 BB
TEEKRE L TH< T &,

sy LY U IV A%A. MEMICBEGY AT LADPY AN —
1 VYFY LY HESNEY —EAERTT B EHOITBIE E%
BetLThH<< T &,

MEIH) AN VYTV FOREER T2, MERICBERE>
AT LENYIFY U, BIHT B1HDONREEHRKT DT &,

¥

M{RE] T4¥7E |

A N—Y 27|

BEY—+15—

AF RS 9
-, i h 4 R
WY —F 25—

o
Maritime Cyber Risk Management

-MERCHANT MARINE CIRCULAR MMC-354
N—YvILES
Maritime Cyber Risk Management
-Maritime Cyber Risk Management No. 2-11-16

U~y
% Maritime Cyber Risk Management
-MARINE SECURITY ADVISORY - 02/2019
ERED X H I FERBEEZIMO 74 F7 4 YIZHI) SMS (ISPS #&E) 12

PAN—LF2)TF4F =TI AV P2 ANS L HRDODTVTE T,
*RBRISBICKRERNORKE. CHERZBBEONWELET,

otk

— el ik N HAREF 4 (ClassNK) Tid, DLUF 2 2019 4EICRITL T E T,
[FAN—tFa2)5F43)—X] LT,

O FrEREEHCED S RN BT 2 A N—LF 2 ) T4 FHA U HA4 K54 V]
@ MEEANRLE L TIINCBU 2 A N—tF 2 ) T ARV AV PV AT A
@ MY 7 b2 T7R2MRELZ [V 2T X2 T4 54 F54 V]

% LT ClassNK OB 4 TH 5Btk ClassNK I Y H VT 4 ¥ 74— E A28,
BIMCO (FRNF v 7 FEEHERHES) 74 K94 >~ Ver30 (2@ 4 L7 elearning
FHROFAN—F2)F A HFary 7ot (HARRE, EESIS) % 2020
3 HICHBLTWET,




P&l

ARSIV HAK

BIMCO YA /)\—tF+ a1 U5+ KA
(BIMCO Cyber Security Clause) 2019 7

- b 4 | ol

2019 F(CRFREN BIMCO BAN—EF2UTAKIETIR. BROFHE. TA1/N\—
AVITUNRERICHINTBIDDIATLDBAN, TAN—URIFEERICHE"
RIMLTDRBZESHCVEY (RIBENFERICEHELTNET).

(@) TECIE. HEEBXAICES N#EYE ] YAN\—tF2) T HERERATLZEA
RUOHERI 5 EEEFLTCVETD,

(b) IETIIME - BMEZREBLCEBZTOE=E BIAR. TIULTY—ERP
BHRZRMTST70—H—PREES) ITBEUGET/N\—tF2U T ZBATELD
BENGENET S EEBEFELTCVET,

(0 BCIEFTAN—A>2 TV ERALIBSEDMBICDOVTRELTWVE T, R
EPTREGPRY < BRAIDBHZESZEL (S 12 BfELUAIC RERNEE L U/ \—
AT UNCEBREERIME - BHLELS2BHRARM TS ENROENET,

(d) IECIFEZOEREERICESEEICDOVNT. EEREZRITLHTEE. HZEF

REFEEZEDHCVET, 770774 —LIFREEORISIERM CHIEITH. ZHOE

FITTHE USDI00,000 THELIETEEEVET,

2L, BEREEINEHFED—ANGHELIIEBRICEDIFAIE. HZLR

EEALGVCEELTVE T,

MIBEEEEHAR M8 39 BBERNT—2av 7] SYEH

HAWALT 2 A N=) A7 L, $AN—tF 2T AIAT AL I EERT
IR EARAHEICE ) 2 iR L LTBe a0 ER) A, £ LT,
AN T IPBELR. H50vIiE, BAIL72BICIE. Z0RM % B
% IT BHE R L OMBIRE ~EHE L TR EOIREMC I EPHEETY, €
D720 DHE—HINIAN & RARBIFRE > 5 OHE T T o

85T

- b 4 | \_
€D

HZICBA U E (81 flo Anti-Spam Y —/NICAHO A —ILH0O >
Mh>TlLFEo T,

| 61 2

A U7z Anti-Virus O A —JIVAF v VHHRIA — VXS ICHEE 5 A Tz,

JAE +omiagiEUICE EERU Anti-Virus ZARR PC (SBA



P&l OX7YNRUavhH4AR

AMinfiRD Phishing Mail ICO > H D> TNNAT—RHRhTLE > Tz,

JREEl A PCOIE-0S DEXRFTH. AMMED IT UFSS—DxH

Password

j

1 2 3 ("“N""‘
B ﬁ%J DA

1T

BEBENZEAREM (R, BAOBEES 100MBIEID LTLE T,

fiaP LAN 421U T L& > Tz

[RE

ZRBL. EEH LAN ICXTRENRE

BN B FICHEER LI T SAX—hEH WiFi — AP (PO ERRA M)

[ J[es)

w
¢

#
»

FMOF v b
2 — KB e

booster2 i} % H»---

I}
Crew

2
_// Y9,

o

S E

Crew

ZhT
S A2 33 N

JRE ®EFvU7H DNS U—/ (DB E1—T—(CEiEIE< B E)
AV Z—3v b

D
G

F+1)7H DNS %88

5
pas] .
TANR

fiaP LAN M2 L T U & o Tz

JEE #ZFCIDMRERNASYRT LD LAN SBIER LAN #:85C
e

fin LAN SBEFLE

[RE

SRR EER Uiz LAN 7 —J)LDEEBEARRARE T,

P DIRENZFC KD YPIERIC LAN EiRDIALEELE ol

BFEREHY I bON—Yav7y TaRBRIC, BEFMEEE Tz,

[RE

N=I3VT7vTITHN. BELCHABRGER—IESHEESNTHD.

BE SIo@AINEN OfEleh TV R T LAEEBEFITDERZIEE

LCTWiEh ofc



P&l OX7YNRUavhH4AR

€D

VSAT A%, EREHIREZIFA—IBEHFPHALL> TUFE T,

EBEH VSAT DEEF+vUPDEEZEA TS (Unlimited plan) ZEHBEL
feh Committed Information Rate (RIEEREMRE) HEWLWT S
Tohofcfcdd. REFIRZZIFCRE N CHOETBENIESICEEL
Hhofe

6110/

hEDHBHEBICE D TREMITPIC, ECDIS4 &L —4%— 3 A REKIC
Try hYIULTUE Tz

}E\E #%B. ELOEMENABLEETD ECIDS PU—F—DI AT A
HELDOIVRTLEERE (ECDIS 10 Primary & Secondary (D%
=) O ChofcEN IR

ﬁ@ O ) G O

OOQ;O ’if L -\ = —
= o | 2 %

10

‘‘‘‘‘ > JAPAN P& 1 CLUB

ShaRER E S T DISHIS i
Y » “." \ L ol

T L) NP RAREATORMBEMICOVWTIE, ITEHRETHELLT R34
ARV AT THRAAY MERZ T4 =Ny 7 LTHHW, ETOLEEZREL
TLEE W,

@ HAaN—tF1V7+B2WEsHE
(Cyber Security Response Plan) #'
FIEE (%W

@ PC D8I USB /R— k38— LAN /R—
I\jJ/{_bQZIL\o

® OS%HZPYIF—hLTWEL (RSFH—
EADHET L7z version OFER).

@ AfEE VWD EKRTD T « vV F AN
(Phishing test) Z3EML TWLWEL,

® Whw3E3IFEICLBZIN\YFUIFA
(Penetration test) #%MEL TWEW

11



12

P&l

OZX7IN,oavHAIR

EERICAER DB C 1k

Ship port

Agent  “griispC

MAA Y b7 =27 RN PCIZY7 4 VARG L TL £ 9 &9 Rtk d 2 Y5
UTOL) LRanENEZbNTE T,
MRSV EBESHSOBOSDY—ERUAR—NERM PC ROTIY
A—CEHRITBLDIEENDIHE
MEDEMDT—5 (BEEVYI 7)) ZFEATS. HdVET—AREITBIC
OARMOFEE PC (C. BAUSB 2HAITZHE
MEBADAY—RIAVHSEEA WIFI ICPHLRTBHBE B8
CDEIRAYEa—F =T 4 VARG LR E LT, AL ET -5 %
ZUELTEDL L) BB EZARMITHZ T, F220X ) 2 RIISHIET S
KT O MBS - HELFERL T T30 ? T2, NSRS
OB (SI) B IT Rifro Y 7 b7 = 7% ECDIS 123 LTI % ikt foTH
57, IR A O TSRS E R TV RV E W) T2V TT R ?

e ZDE ST
Updateid---
BADY 7 b T

AHA FTRALLZFOZ, FAN—EF2)F 42—V A Y MK DY) 2%
W GERRHED. RFLEMBLENS TEBEIN TV o722 EAWARKER &3
WINZHOPKEEZLHOTEY £9,

—Js MEDOSNS (V=% V- Ay bI=F U7 - H—EX) XHDLDEFTTIV
LT BEEOBVEDEROMLE. SHEoFF 24 < FMoE / FRom g % gLk
LCTLE). MATORLETEHZ AMT 5. BREOBAERORE L Vo 72
BEALVIZBUT EF2YF 42—V A MHEHERTUET,

F 72, MEFET Crew I WiFi O 7 — ¥ BEZTRHET 5 & Vo 728 72 R MPIAH
WZO%h) ) BHLLITETEY T,

FAN—F2) 7435 =Y A MEHEF LTS, ITEHEHAFELEY
BIETAZENLET LV EHIHOOATYIRY Y g 4 F4R25THihE Lz,
ZLT219HEHEFTIIUMATELT 7 — bTlE [ITRY) I —2#EfHFL T
Zwl, [ITEHEREEZEEL TR [EO SNS, 7a ZFHICE L TV —
NWEFEITTOZRW] L) HIED, Kb % L7

HiEOBRLZSIERL EMIMTORMY 27 AEFR, HY A7 LERITEL T,
IT EHFMEZEOKE EFMIEETT, b LHENIGHETEDS W R WEAIZIE, #4E
DOHEMFIZ, MR TERHEHILTBL I~k EEZ T T,

ROAT) T4 PRI EEHEE, BHo 4 X=X 29 7 4 JROLRKO—W)
R EER-TT,

<fFE> AITARNHOEREARIE. FXNEAILD (http://www.orcajpn.co.jp/index.
html) OHBFIEFTERLTVET,

BEE
+ MSC.1/Circ.1526
+ The Guidelines On Cyber Security Onboard Ships ver3
+ Maritime Cyber Risk Management -MERCHANT MARINE CIRCULAR MMC-354
+ Maritime Cyber Risk Management -Maritime Cyber Risk Management No. 2-11-16
+ Maritime Cyber Risk Management -MARINE SECURITY ADVISORY - 02/2019

wMT
* BIMCO %4 /"=t F 21 7 1 534 (BIMCO Cyber Security Clause 2019)
CMHARR 5 No28 4 /N—+tF 295 4 (Dry Bulk Management Standard)
CHAN—EF LY TAIE TR PRAY —

13



14

P&l

OX7TINavHM1R

BIMCO H#+/N\—tF2 7518 (BIMCO Cyber Security Clause 2019)

] c 0
BIMCO Cyber Security Clause 2019
In this Clause the following terms shall mean:
“Cyber Security Incident” is the loss or unauthorised destruction, alteration, disclosure of,
access to, or control of a Digital Environment.
“Cyber Security” is technologies, processes, procedures and controls that are designed to
protect Digital Environments from Cyber Security Incidents.
“Digital Environment” is information technology systems, operational technology systems,
networks, internet-enabled applications or devices and the data contained within such
systems.
(a) Each Party shall:
(i) implement appropriate Cyber Security measures and systems and otherwise use
reasonable endeavours to maintain its Cyber Security;
(i) have in place appropriate plans and procedures to allow it to respond efficiently and
effectively to a Cyber Security Incident; and
(iii) regularly review its Cyber Security arrangements to verify its application in practice
and maintain and keep records evidencing the same.
(b) Each Party shall use reasonable endeavours to ensure that any third party providing
services on its behalf in connection with this Contract complies with the terms of subclause
(a)(i)-(ii).
(c) If a Party becomes aware of a Cyber Security Incident which affects or is likely to affect
either Party’s Cyber Security, it shall promptly notify the other Party.
(i) If the Cyber Security Incident is within the Digital Environment of one of the Parties,
that Party shall:
(1) promptly take all steps reasonably necessary to mitigate and/or resolve the Cyber
Security Incident; and
(2) as soon as reasonably practicable, but no later than 12 hours after the original
notification, provide the other Party with details of how it may be contacted and any
information it may have which may assist the other Party in mitigating and/or
preventing any effects of the Cyber Security Incident.
(i) Each Party shall share with the other Party any information that subsequently becomes
available to it which may assist the other Party in mitigating and/or preventing any effects
of the Cyber Security Incident.
(d) Each Party’s liability for a breach or series of breaches of this Clause shall never exceed
a total of USD (or if left blank, USD 100,000), unless same is proved to have
resulted solely from the gross negligence or wilful misconduct of such Party.

e JAPAN P& 1 CLUB

LHAEHR 2F No.28 Y+/\—t+2U7Fr (Dry Bulk Management Standard)

Hs

sHaR

2020 F 4 B, Z22~\DOYR—KrY—)L& LT Dry Bulk Management Standard (DBMS)
M UU—=ULFEUE, COBEFFRERS T REETHIFIN. RSANILITDEFRON

VIR—TERBRIIGARME @R PR LR BF) DEBENRENTVET,

PAN—EF21UT A WRIUEDSEL U TOEATEDDHDEERRT,

% 1 No.28 B4 /\—

BX%5et

SR (FIEROTEM - IJRAM -

*FE‘Z\‘

1T

EEVRTLDIEHDURTEET DD

T BEOFIIIFOEREEY RTF LAEREBAYT 2075 LEZD,

LA HR1S F—4Py BEWETH
BHE FIN—EF2) | o —Fon_Susnraogz | DI TETIR
?{olii:ﬁﬁﬁbtjiéftéh XN ARYS— (Tl B/ — ot
PR EFIREROC ] o ropgegECn ||
W3 2BTEADIIVIATIASE | T

nNTW3,

St HAN—tF2l) o
7o R, T Rl
N—tX1UF5HEEE | FHICE. ABRORBOH1 | 00
ZFLUTU B, N—t*1UF(EOBEL BE | Lo .

MR UL EABEDITEOTOR | 20\
Ritld, HN—12SF | Bh CNEDIAFAIHTEY | 12
SNCHEL. HaN—7 | AN—tFa2 )T EOBEOE a

R ° LG)EEE%G)

23t HrNA—tFal) SHEICIE BEUNBAHIND 60
FADEAEEEFRD BEENS BIHUENBAEIND
AW _EISBEDIBELT :i(:\\ié}gﬁm@?;%%—ﬁfé St
. HENSEND,

15



16

P&l

OX7TINavHM1R

LIV

HARS

I—=T Ik

BEIVFEIL

.} JAPAN P&1 CLUB

iR

=tlE B LD IT/OT
SRATLNDYIENGT D
TRBBEBART /N
ADEABICETBSFIRZE
XEELTWB,

2R(FINTOBE(CH T
N—=tFa)Trrilgzir
HLUTWL2,

aftE NN —tFal
T FIROAELEEZ X
L. ZDBEMMZIRE
LT3,

RE BB AN—
TFITAANRDNEH
B9 2H. BRZEBIC
ZEERDEDTERR
ZEIEL TS,

FIBICF. EBHESOHEHS
DIRE. USBR—hESOBIE
R—MADT77 LRI RO—)L,
BABRTNTRADERPHEIE
DT7IEA F—N—ESHLET
D IT/OT HEADT I LRI
NO—ILAEWDTZEDHEH D,

2 TCOELEAMEMLREF. 1
N=tFa)FasRIS—EZD
S, ZLUTHIN—tFa )T
[CEDEDICEBT DN, Fc
ZFORI—ICERLBWVEED
FEERBUTHMEN D Do
ANOBLOEBON —Z2TH
RSN,

HFAN-DABEERFFIESLS
nNTHY. =HEEESTEZER
LT3,

KPI 512 DFIR
1t

EBE DR
EEERDREF

HaAN—tFa
U188

LA s S—Hy EHOE
HEORFEREE T 4O~y
FE BB AR ELEI—D
BYRIAS N E 1 —EET
Py TR—UATRN
LE1—xE
| Ak Bm3BCLBTHLD | b
PN . B, Z ES
Qﬁg;ggﬁégﬁgé OTADT It AICEE BRE
TRt | TN s
UF A HBOMHBERI | o ‘.
J:’f,& ¥3 E2RE SRTLNDT IR | OFHERT1—
' ’ AFIC. Fa—FUVIIREE | FUVIVRE
EEBT BN RIEBEAOL | &
it B3EQToL | N EEATR
BREEE \ \
ABRERBUTSe | s ASDBRET 1N 1555 | HULMESOT
BENZBES TR S | DDA/ —t
NTWBe R TU—NCH | F2UF1HE
LWF0) 09— %R BRI
sRHBNETF Ot RFIEFH T
e
Bal. 2AMEFLETNES
23T, S Y—2EF] | - 7
=i BV s snsmaEnIy 517 | L
BLTERNAEARSE T - "7 b n—t%a
. - AL HAN—tFa2UTr - -
s DL Bl SO S STEDS
HBOETEERT S, | L RORBNIZTITTLAD | e
. W, F1/\—URTFEE R
WY 5 L (CRIASN S,
PNy N | ) —
0| #113150270304 £BUE B &
0 - N - A I\ T At =
E% S BEOREELTL g\ FZ(EZRMDIRATSZE =
z BLTWD,
23E. FYRT—TBA | RitE. BEBRIRFADRY K
ERPLUTOMOBES | T—VREAORBEHRL. | o
FON—LFVTIER | Ry RT—TRSTrvorER | TS
J-EREBUANT, & | L. BAERBESSVERRO | |7 T
BRVATFLERBET B | 2y NT— IBAERE LTI
DOBEHEELT NG, | TEHF7/ OV E AT D.

17



18

P&l OX7YNRUavhHMR

PYAN—tF2UTAXR—IA NRAL—

;'_1"” U “ ‘

""‘“HH‘”“

= JAPAN P&1 CLUB
> EURHE B R &

o Risky

Passyy, ” Q(@f

= JAPAN P&1 CLUB
> EURHE B RRe &

19



OX7TINavHM1R

HAAR 32 BTAH LR Bt A
TOAT YRy g v HEAESD
vA—=Yr— HIEZ

JAPAN P& 1 CLUB
vl R (N RIS

QRAAHD
T 103-0013 REEHFRXEAABAFEI2 TR 15F 145
Tel 1 03-3662-7229 Fax : 03-3662-7107

[ Zoi=kay
T 650-0024 EFEE@HFAMAARKERES Fi Ei=HtE/L 6 &
Tel : 078-321-6886 Fax : 078-332-6519
OEMZER
T 812-0027 REEBEEAMESX TG 1&E 15 BEABJEIRAEV2— 6
Tel : 092-272-1215 Fax : 092-281-3317
SIRZER
T 794-0028 EEIBSATICENREI2 TH 2 &M 1 SHAILEREIE)L 5 B
Tel : 0898-33-1117 Fax : 0898-33-1251
@ /R—)VEEB Singapore Branch
80 Robinson Road #14-01 SINGAPORE 068898
Tel © 65-6224-6451 Fax : 65-6224-1476
@ P HEH—EZHH K%t Japan P&I Club (UK) Services Ltd
5th Floor, 38 Lombard Street, London EC3V 9BS UK.
Tel : 44-20-7929-3633 Fax : 44-20-7929-7557



