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Introduction

T

In early 2020, we heard the news of cyberattacks against the four leading companies

of Japan’s defense and infrastructure industries. In the maritime industry as well, the
threat of cyberattacks has increased rapidly because of the problems of GPS spoofing
that occurred in certain specified areas, etc.

According to IMO guidelines, ship owners and ship managers are required to address
cyber risks appropriately in the Safety Management System (SMS) no later than the first
annual verification of the Company’s Document of Compliance after 1 January 2021.
Although the requirements are not mandatory, flag state administrators request their
respective vessels to follow the guidelines accordingly.

With regard to the latest cyber attacks, we would like to introduce some case studies on
ship operations in this bulletin as a supplement to our Loss Prevention Bulletin \ol.42
“Cyber risk and Cyber security countermeasures”. We hope this will assist you in

establishing and reviewing cyber security countermeasures.
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IMO circulars

Maritime Safety Committee (MSC), 94th session, November 2014

The Committee considered a proposal to develop voluntary guidelines
on cyber security practices to protect and enhance the resiliency of cyber
systems supporting the operations of ports, vessels, marine facilities and
other elements of the maritime transportation system and agreed to

coordinate its future work on this matter with the Facilitation Committee.

Maritime Safety Committee (MSC), 96th session, May 2016

The Maritime Safety Committee, at its ninety-sixth session, having
considered the urgent need to raise awareness on cyber risk threats
and vulnerabilities, approved the interim guideline MSC.1/Circ.1526 on
maritime cyber risk management.

The interim guidelines are intended to provide high-level recommendations
for maritime cyber risk management, although there was no specified
standard for each system, device and piece of equipment. The Guidelines
also include factors to take into account when considering cyber risk

management.

Maritime Safety Committee (MSC), 98th session, June 2017

The Maritime Safety Committee, at its ninety-eighth session in June 2017,
adopted Resolution MSC.428(98)0- Maritime Cyber Risk Management
in Safety Management Systems, recommended that an approved safety
management system should take into account cyber risk management in
accordance with the objectives and functional requirements of the ISM
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Code. With regard to guidelines on maritime cyber risk management, the
Facilitation Committee and the Maritime Safety Committee updated the
interim guidelines contained in MSC.1/Circ.1526, the contents of which
were approved in MSC-FAL.1/Circ.3

The IMO guidelines set out the following elements in

support of an elective cyber risk management strategy:

» Identify: Define the roles responsible for cyber risk management and
identify the systems, assets, data and capabilities that, if disrupted, pose

risks to ship operations.

o Protect: Implement risk control processes and measures, together with
contingency planning to protect against a cyber incident and to ensure

continuity of shipping operations.

o Detect: Develop and implement processes and defenses necessary to

detect a cyber incident in a timely manner.

o Respond: Develop and implement activities and plans to provide resilience
and to restore the systems necessary for shipping operations or services

which have been halted due to a cyber incident.

» Recover: Identify how to back-up and restore the cyber systems necessary

for shipping operations which have been affected by a cyber incident.

Protect ldentify

Detect
Recover Respond

Cyber risk




Flag State circulars

Class Societies g

Flag State circulars

Panama Maritime Cyber Risk Management
* -MERCHANT MARINE CIRCULAR MMC-354
M hall Island Maritime Cyber Risk Management
arshafl Islands -Maritime Cyber Risk Management No. 2-11-16

Maritime Cyber Risk Management
-MARINE SECURITY ADVISORY - 02/2019

LIBERIA

The above flag state administrators request that cyber risks are appropriately addressed in
the Safety Management System (SMS) as well as the ISPS in accordance with the IMO
guideline.

*Note: please check the latest information of each flag state and class society.

Class Societies
In 2019, as part of the ClassNK Cyber Security Series, ClassNK released the following
guidelines and standards:
*““Guidelines for Designing Cyber Security Onboard Ships™ — for shipyards and shipowners
“Cyber Security Management System for Ships™ — for ship management companies and ships
“Software Security Guidelines” — for shipboard equipment manufacturers
Besides, ClassNK consulting service Ltd., a subsidiary company of ClassNK, started
an online course on cyber security education in March 2020. The program is available
in both English and Japanese and is certified by ClassNK in compliance with the

Guidelines on Cyber Security Onboard Ships Version 3
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BIMCO Cyber Security
Clause 2019

b “
The BIMCO Cyber Security Clause 2019 is designed to mitigate cyber security
incidents, and stipulates an obligation to implement appropriate cyber security systems,

and to detect cyber risks to protect related parities. (The full text of the clause is in the
back of this Bulletin)

Subclause (a) sets out that the parties are required to implement “appropriate” cyber

security measures and systems.

Subclause (b) requires the parties to use reasonable endeavours to ensure any third
party performing services on their behalf has in place proper cyber security ( i.e.
shipbrokers and agents provide services and information to owners and charterers
digitally).

Subclause (c) requires the notification is to be given by the party who comes aware of a
cyber security incident. If one party is affected by a cyber security incident, it is obliged to
inform the other party and provide alternative contact details and any information

available that might help to mitigate or prevent the effects of the incident within 12-hours.

Subclause (d) contains a limitation of liability and provides a blank space to be filled out
with the liability cap. A default limit of USD 100,000 will apply if the parties do not to fill in
an amount. If an incident giving rise to a claim is the sole result of gross negligence or

wilful misconduct of a party, the liability cap is excluded.

Summary from 39th session “Work shop Maritime Charter Party” by Yoshida & Partners

Cyber attacks are becoming more sophisticated day by day, and it is of utmost importance
that a vessel in danger of being exposed to a cyber incident reports this to both relevant
parties and the IT managers as urgently as possible to obtain instructions in order to

mitigate any damage. Thus, the first step is to report the incident.



Case studies
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Charter's e-mails were being blocked by the Anti-Spam Server
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which had been newly installed by the owner.

Causation Misdetection of spam e-mails, the absence of a network manager
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Newly installed e-mail scanning Anti-Virus software affected smooth

communication on board

Causation[ | Without any verification test, the company provided the same type

of Anti-Virus as ashore
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The password of the ship’s PC was leaked, because the Master
became a victim of a phishing attack.

Causation[ | The IE and OS installed on the ship’s PC was not up-to-date. The
Master had a lack of IT literacy.

A=

Satellite communication cost greatly increasedd Monthly traffic
suddenly increased by 100 Mb.

Causation[ | Satellite communication carrier changed the position of the DNS
server without any notice.

Carrier transferred DNS
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Ship’s LAN stopped working.

Causation[ | A subcontractor misconnected computers/cables to the

communications LAN when installing a ship monitoring

camera system.

Ship’s LAN stopped working

Causation[ | Seafarers set up a private wireless network access point without

permission, which affected the business use LAN.
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Ship’s LAN connection became unstable

CausationD After delivery from the dockyard, the ship’s LAN connection had

become physically unstable due to ship vibration. This is because
the connection between LAN cable and LAN port had been

poorly crimped at the dockyard.
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Satellite communication was lost after upgrading the ECDIS

application software

Causation[ | The IT manager did not know that the port number had been
changed at the time of software upgrade, because the Sl in charge

did not notify the IT manager of the change.

After the installation of VSAT, the sending and receiving of
e-mails became unstable due to data speed limits

Causation[ | Although the owner decided to use the VSAT carrier unlimited data
plan, this did not include Committed Information Rate (CIR), and

there were problems with exchanging necessary emails between

the ship and shore offices under such a limited speed rate.

Suddenly four ECDIS systems and three RADARs shut down

during night navigation underway to Chinese ports.

Causation Some days later, it was discovered by a shore technician that there
were configuration problems regarding equipment system integration

(including primary/secondary system settings between ECDIS units).

10
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Observations by ship inspections

and external audits on board
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Regarding the below-mentioned observations, it is recommended that any effective

action should be taken in accordance with risk assessment advice or feedback from IT

managers.

1

There is no Cyber Security Response Plan in
the procedure manual.

There were no port covers for USB and LAN
ports on computers and/or other devices.

Updates on the OS of ship’s computers had not
been performed. Instead, an older version of
OS for which maintenance support had ended
was being used.

A test on phishing had not been carried out.

A test on third party penetration had not been
carried out.

11
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Considerations ;a"h;,s

4 1
A T A

_I:-""ll e :‘/:rh r_r:.{:lnlup }}@lﬁ-ﬂ:é _;';:'-"'\If’- i

During actual ship operations, the following are examples of how every network and

computer on board can be infected with a computer virus:
o Some crew may be asked to print a maintenance or repair service report by an

external engineer.

o Some crew may intend to use the data file of a ship or to save data on a computer
shared with the other crew on board, using a non-company owned and/or a non-
recognized USB flash drive.

o Some crew may connect a personal smartphone to an on-board wireless network.

How do you design and implement successful cyber security management? Provide
your vessel with some device that enables the safe and two-way transfer of data between
networks, and any appropriate procedure for coping with the above-mentioned cases, as

well as to implement education and training for crew.

12
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In addition, it could be that the Sl in charge was not up-to-date regarding IT, the latest
software or how to operate the ECDIS system. This is something that the onboard ship
inspection or audit should have identified.

Looking over the case studies provided in this bulletin, it is clear to see that the majority
of cyber incidents are caused by the lack of proper measures and adequate education that
should be based on cyber security management and applicable to both companies and

their crews.

On the other hand, we need to consider the impact of the social media on crews’ life
at sea. The usage of social networking services has actually caused many problems,
namely: the leakage of information on confidential shipping matters, diffusion of
marine accident information and photos without a company’s permission, posting of the
contents of unsafe actions on board, the exposure of personal private information, and so
on. Therefore additional attention should be paid to security management implemented
at an individual crew level.

Further, it has been noted that crew were making money trading private Wi-Fi capacity

onboard, which may compromise crew harmony.

Regarding tips on managing cyber security risks, we recommended that an IT manager
be assigned in our Bulletin Vol.42 published in May 2018. In reality, it was revealed that
there was no implementation of an IT policy, assignment of an IT manager, or rule for
social media that crew must follow in nearly 60% of shipping companies according to

the survey that we conducted in our spring domestic seminar 2019.

As described previously, the roles and responsibilities of an IT manager are important,
especially when response to any emergency is required, and the installation or
maintenance of computers and software should be performed by IT managers that
regularly visit operating vessels. If a suitable person for cyber security management
cannot be found in your company, it is suggested that, as an effective measure, you

establish a system whereby you can consult directly with external experts.

13
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We hope that this Loss Prevention Bulletin will be put to good use in your establishment

of cyber security countermeasures.

<Remarks>
The contents in this bulletin were compiled with the co-operation of ORCA CO.,

LTD. (Http://www.orcajpn.co.jp/index.html).

Reference
0O IMO
[ The Guidelines On Cyber Security Onboard Ships ver3
O Maritime Cyber Risk Management] -MERCHANT MARINE CIRCULAR MMC-354
O Maritime Cyber Risk Management[] - Maritime Cyber Risk Management No. 2-11-16
0 Maritime Cyber Risk Management] - MARINE SECURITY ADVISORY - 02/2019

Appendix
0 BIMCO Cyber Security Clause 2019
[0 Draft Area no. 28 Cyber security in Dry Bulk Management Standard
O Cyber Security Management Poster
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BIMCO Cyber Security Clause 2019

BIMC
BIMCO Cyber Security Clause 2019
In this Clause the following terms shall mean:
“Cyber Security Incident” is the loss or unauthorised destruction, alteration, disclosure of,
access to, or control of a Digital Environment.
“Cyber Security” is technologies, processes, procedures and controls that are designed to
protect Digital Environments from Cyber Security Incidents.
“Digital Environment” is information technology systems, operational technology systems,
networks, internet-enabled applications or devices and the data contained within such
systems.
(a) Each Party shall:
(i) implement appropriate Cyber Security measures and systems and otherwise use
reasonable endeavours to maintain its Cyber Security;
(i) have in place appropriate plans and procedures to allow it to respond efficiently and
effectively to a Cyber Security Incident; and
(ii) regularly review its Cyber Security arrangements to verify its application in practice
and maintain and keep records evidencing the same.
(b) Each Party shall use reasonable endeavours to ensure that any third party providing
services on its behalf in connection with this Contract complies with the terms of subclause
(a)(i)-(iii).
(c) If a Party becomes aware of a Cyber Security Incident which affects or is likely to affect
either Party’s Cyber Security, it shall promptly notify the other Party.
(i) If the Cyber Security Incident is within the Digital Environment of one of the Parties,
that Party shall:
(1) promptly take all steps reasonably necessary to mitigate and/or resolve the Cyber
Security Incident; and
(2) as soon as reasonably practicable, but no later than 12 hours after the original
notification, provide the other Party with details of how it may be contacted and any
information it may have which may assist the other Party in mitigating and/or
preventing any effects of the Cyber Security Incident.
(i) Each Party shall share with the other Party any information that subsequently becomes
available to it which may assist the other Party in mitigating and/or preventing any effects
of the Cyber Security Incident.
(d) Each Party’s liability for a breach or series of breaches of this Clause shall never exceed
a total of USD (or if left blank, USD 100,000), unless same is proved to have
resulted solely from the gross negligence or wilful misconduct of such Party.

15
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Draft Area no. 28 Cyber security in Dry Bulk Management Standard

In April 2020, the new Dry Bulk Management Standard (DBMS) to support the
improvement of safety was launched. (The standard is still in draft format). The
standard provides dry bulk segmentation benchmarks (four levels: basic, intermediate,

advanced and excellent).
This will assist you in establishing and reviewing cyber security countermeasures.



LD 1w et cLUB

17

020z pJepuels Juswabeuen 3ing A1AG

'suoneayifenb pue Buiures|
pJeoqe

pue aioyse pareubisap Ajiqisuodsay

JUBPIdUI WOJ) 19A0J34 0 S8INPaJ0Id
ue|d A1n2as 18gh)
sjuaWIsSsasse A11unaas 1agh)

sainpadsoud pue £21j04

‘panojdxa Buiag Aljigesaujna e Jo
10edwi [enualod ayy 8anpai ‘panoldxa
Buiaq sal

qe1au|NA JO pooyjayi] 8y}

99npaJ ;03 seunseaw sepnjoul ueld ayL
'SWIAISAS 8sayl U0 1ealyl A31IN28s
19042 e J0 saouanbasuod ayl Jo
UOBIIJUSPI ‘SYUl| SUORBIIUNWWIOD
YUM 1O pue || pseoquo jo

uoneaYUBPI 's1eaIYY A11INIBS JagAD

[euJa1Ul PUE [BUISIX3 JO UOIILIIHIUSPI
:3pNJaUI PIN0d JUBLUSSASSE A L
‘SJuapIoul

1304 4o 30edw) 8y Buisiwiuiw 03
JUBWIHWIWOI B SapNjoul ‘Quswabeuew
Jo1uas Aq paubis st yorym ‘Karjod sy L

*A311n28s 18942 10}

Aiqisuodsas yum jsuuosiad paseq
diys pue paseq aloys ayeudoidde
pareubisap sey Auedwod ay |
"SJUBpPIoUL J8gAD WOy

Burianosal pue 01 buipuodsas 1oy
92e|d u1 saunpasoud sey Auedwod ay

‘ue|d A114n2as 1agAa e padojanap

Sey pue ‘SjuUaISSasSe A}Indas

18042 In0 palLIed sey Auedwod ay |
*A3undas

13042 Buldnod saunpasold pue
£a1jod pajuswnaop sey Auedwod ay|

oIseq

90UapING 3A1393[q0o parsabbng

sy1abue]

suoiye1dadx3y

|ane

“Aufenuapiyuoo pue Ay

e[reAe ‘A11691ul UolrRWIOLUL
pue WasAs 01 ysi abeuew 01 SWalsAS [043U02 ssad0.d [e1bip pue 1| a1elado pue ubisap 01 awwelboid e sey Auedwod ay] :ajdioulid

A314n2as 18gAD 8z ‘ou ealy 108lgns




Loss Prevention Bulletin

P&l

0202 pepuels Juswabeue ying A1d®

supne A311n2as J1agA)

1day| SpJ02al 79 paures) JJess ||y

S|dSaINPa20Id

‘ueyd ypne

ue sdojanap Auedwod ay] ainpadoid
e Aq paJanod aJe sypne feulaiul 18G4
‘papinoad aq [|Im

Buluresy Jaysaigal pue feruyAarjod
ay3 01 Buiwiojuod 10u Jo suoiedldw
ay3 pue A314Nndas 1342 03 831nNq1IIU0I
Aay1 moy ‘syuswiainbau s pue Aaijod
£111n23s 18042 ay1 Jo ateme spew

30 PINOYS JJB1S [8SSAA pue 310ys ||y
'S92IA3p [euosiad

J0 3s - saed pIg 10} SS9IIY -SIBNIBS
Buipn|oul sfeulwal LO/1] |[e 03 SSa39e
30 |013u0) ~'suod gsn Buipnjoul ‘spod
UOITEIIUNWILIOI 0} SS3IIL PI||0JIU0D
-'syoeye wody uswdinba [eanuo jo
U0N19910.d -:apnjoul Aew sainpasoid

'SJUBND

A1unaas 1agAa ernualod 01 puodsas 01
1 Buljgeus uoiyew.ojul Buinedal 10y
$921N0S pasijew.oy} sey Auedwod ay|
'SSBUDAIIIBYD SH AJ1IaA 03 S8inpadoud
A114n28s 18042 ay1 Jo sypne

[euJalui 3no saued Auedwod ay |
‘Jyels |[e 03 Bujuresy

A314n23s 18042 sapinoad Auedwod ay |

‘preode sa21Aap [euosiad 4o asn pue
'swalsAs 10711 preoqdiys 03 ssad%e
[eaisAyd 40 |011U09 8y uo sainpadoid
paluawnaop sey Auedwod ay|

ajeIpawIaly|

90U3PING dA1103[q0 palsabbng

sy1abue]

suolyeloadx3y

1ana1

A14n2as 18gA) 8z "ou ealy 108lgns

i

18



LD 1w et cLUB

020z prepuess Juawabeue ying A1d©

‘uawdinba
M3U 10} SJUBLISSASSE A1LINJ3S J18gAD

‘sypne asuabljip
anq 'suoinesaud ssadoe Ayred pig

193)4 SM pseoge ABojouydsl

mau Bulkoldwa a10)aq ssa204d [ewlio)
e sey Auedwod ay] 'sanijigelaujna
18049 asiwiuiw 01 pataauibus pue
paubisap ase Juswdinba pue [assaA
"SWalsAs

01 ssa22e Bunuelh aloyeq spodas
sloypne juapuadapul sasn 4o sypne
9ouabiip anp swuopad Auedwod ay )
‘1O pue || ‘Juawabeuew ssadoe

01 ssa99e ALred pJiyy 10y suoinesald Aypaed paiya saauopus Auedwod ay |
a1enidoudde sexe1 Auedwiod ay )

‘ue|d ay3 jo yuswdojanap 'SSAUBAIIIBYD

pue uoneuaws|dwi 8yl dn-mojjoy 01 pue Aoenbape ‘A11j1ge1ins

J3pJo ul Ajfenuue 3ses| e IN0 patied S31 24nsua 03 ue(d A114NJas 18gAd S|
SMaIAB JUBWabeUBW pajusWwnIog 30 pINoys SMalAa] JusWabeUB | JO SSBUBAIIIBYS SMalAaJ Auedwod ay | pasueApy
90UaPING aA1193[qo palsabbng syabue] suoiyeldadx3y 1ona

A111n28s 18gA) 8z "ou ealy 193lgns

i

19



Loss Prevention Bulletin

P&l

0202 pJepuels uswabeuey Ying A10d

'S0INIBS

Burioniuow £311n2as 18gAd Jo asn

uoITeIIIS)

‘ue|d A311n2as 1agAd Jo supne [eulalx3y

'suoIsnIul

soMIaU [en3oe Jo paldwalre

01 30831 pUE 30838p 01 1el] YI0MIaU
SI0)IUOW PUE XJEe11. }I0MI8U 01
SWaISAS [e213119 0 31nsodxa ayl SHwi|
yaiym ABojouyasl sesn Auedwod sy |
S|assaA

S}1 10} UOIILIOU UO[YRIIJISSE|D J0/pUue
2£0/20S| paydope sey Auedwod ay |
*SUOIHPUOD %S

pue SJUBLISSASSE NSI 18GAD AJlIBA -
'sa4npado.d 42949

yym aoueljdwod feutayul AJLIBA -
‘yum Al dwod 1snw

Auedwod ay3 yeyl sawibal [eusalxs
ym aouerjdwod pueisiapun -

10} pasn aJe sypny

'SWIB1SAS 2213110 30330.d 01
yadap ui 8duayap apinoid 01 S8JINIBS
Bunoliuow A111n2as 18942 pasuenpe

Jay30 % BuriojuOW uoISNIUl
sJomiau shkojdwa Auedwod ay |

199)4 S|

Ul S|9SSaA 3Y3 |[e 40} UoIIeIoU A31INJaS
13942 e paydope sey Auedwod ay |

‘ueyd

A114n23s 1842 ay1 yum aouerdwod
w1yuod 01 sypne Jejnfal wiopiad 0}
$824N0saJ [eu4a)xa sash Auedwiod ay L 92U8||99X3

90U3pING aAI1303[q0 palsabbng

syabue]

suole19dx3 |ona

A111n28s 18gA) 8z "ou ealy 193lgns

il

20



L 300 pai cLUB

0202 pJepuels wwswabeue Ying A1d®

'S910N

21



22

P&l Loss Prevention Bulletin

Cyber Security Management Poster

p AnAN PR LT
g I AT AL



2] TS

—

CYBERSSECURIMY,

RN el I
o 1T I R i

23



P&l Loss Prevention Bulletin

The author

Takehiko Hino / Manager
Loss Prevention and Ship Inspection Dept.
The Japan Ship Owners’ Mutual Protection & Indemnity Association

JARPAN P& 1 CLUB

i ELAHIE 5 LA B R & o piciub or i

e Principal Officel] Tokyo[
[ 2-15-14, Nihonbashi-Ningyocho Chuo-ku, Tokyo 103-0013, Japan
Tel() 03-3662-7229 Fax[] 03-3662-7107

e Kobe Branch
0 6th Floor Shosen-Mitsui Bldg. 5, Kaigandori Chuo-ku, Kobe, Hyogo 650-0024, Japan

Tel(J 078-321-6886 Fax(] 078-332-6519
e Fukuoka Branch
[J 6th Floor Meiji-Dori Business Center 1-1, Shimokawabata-machi, Hakata-ku, Fukuoka 812-0027, Japan

Tel(J 092-272-1215 Fax(] 092-281-3317
e Imabari Branch
[J 2-2-1, Kitahorai-cho, Imabari, Ehime 794-0028, Japan

Tel(J 0898-33-1117 Fax(] 0898-33-1251
e Singapore Branch
[J 80 Robinson Road #14-01B SINGAPORE 068898

Tel( 65-6224-6451 Fax(] 65-6224-1476
e Japan P&I Club (UK) Services Ltd
[J 5th Floor, 38 Lombard Street, London EC3V 9BS U.K.

Tel144-20-7929-3633 Fax144-20-7929-7557



