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1.
Area of application

This procedure defines the guidance for the management of IT systems onboard and ashore and apply to the Company and vessels under the management of the Company
2.
References

ORCA-MN-20-00
Regulation for Management of IT systems
3. Procedure to setup IT Standard
3.1 The IT manager should design IT Standard using “Record for IT Standard Design” (ORCA-SM-07-50) to standardize the IT system integration.
3.2 In order to prevent any problem in connection of software and hardware, following factor should be verified;
(1) Compatibility
(2) Convertibility
(3) Conflict
(4) System response speed
3.3 The IT manager should prepare IT Standard for vessel and company.
3.4 The IT manager should categorize the IT system as following;
	Company Category
	Effects

	A
	Those systems, failure of which will not directly affect to commercial shipping operation.

	B
	Those systems, failure of which could eventually impact to commercial shipping operation.

	C
	Those systems, failure of which could immediately cause an impact to commercial shipping operation.


3.5 Regarding Category B and C, The IT manager should prepare a specific measure to ensure those systems working continuously.
3.6 The ship manager should also categorize the IT system defined by NK TEC-1145 as followings;
	Class Category
	Effects

	I
	Those systems, failure of which will not lead to dangerous situations for human safety, safety of the vessel and/or threat to the environment.

	II
	Those systems, failure of which could eventually lead to dangerous situations for human safety, safety of the vessel and/or threat to the environment.

	III
	Those systems, failure of which could immediately lead to dangerous situations for human safety, safety of the vessel and/or threat to the environment.


3.7 The ship manager should process risk assessment regarding IT standard.
4. Procedure for risk assessment of IT SYSTEM
4.1 The IT manager should process risk assessment regarding identified risks on IT systems using the “Record for Risk Assessment of IT Systems” (ORCA-SM-07-52).
4.2 If any connection had made among multiple IT systems, risk of the connection should be also verified.
4.3 Following factors should be assessed for each risk;
(1) Possibility
(2) Frequency
(3) Damage
4.4 In conclusion of the assessment, following option should be selected;
(1) Accept the risk
(2) Measures required
(3) To be re-evaluate later
4.5 If any countermeasure required, the IT manager should plan a measure and process it with approval of the Designated Person.
4.6 As risk assessment requires highly knowledge and experience of IT, it is preferable to have an advice from IT consultant or IT expert.
5. Procedure for review of IT Standard
5.1 The IT manager should review the IT standard annually.
5.2 If any modification such as revision, addition, deletion has been made in IT standard, the IT manager must process risk assessment on such modification.
5.3 Even if no modification had been made, the IT manager still has to process risk assessment considering following factor;
(1) Change of shipping operation environment and requirement
(2) Improvement of IT technology

(3) Trend of new cyber-risks
5.4 Update of IT Standard must be submitted to the Designated Person for approval.
5.5 If update of the IT Standard had been approved, the IT manager should prepare a plan to update each IT system of vessel and shore side.
6. Preparation of IT systems in newly management vessels.
6.1 The IT manager shall refer to the IT standard and integrate IT systems onboard the ship with reference to the “Guideline for IT System Integration” (ORCA-MN-20-01A) and record the same on the “list of IT Systems” (ORCA-SM-07-51).
6.2 The IT manager should process risk assessment for each IT systems using “Record for Risk Assessment of IT Systems” (ORCA-SM-07-52).
6.3 In this assessment, if the IT system is already assessed in IT Standard, assessment of this part can be omitted.
6.4 Also, if the IT system is categorized as Category II or III in NK TEC-1145, and the system is operated as standalone, assessment of this part can be omitted. These systems should be assessed by the system vender.
6.5 The IT manager should prepare a maintenance plan including following tasks;
(1) Maintenance operation which instructed by the system vender.
(2) Minor update of software/firmware which approved by the IT manager
(3) Backup of the data 
(4) Condition check 
6.6 These preparations should be approved by the Designated Person.
7. Procedure for handling of IT systems by the termination of vessel management.
7.1 The IT manager should correct or delete the data of every IT systems onboard, referring “List of IT Systems” (ORCA-SM-07-51).
8. Procedure for modification of IT system
8.1 In case of IT system modification such as addition, replacement, or abolition is planned, the IT manager should verify following factors;
(1) Compatibility
(2) Convertibility

(3) Conflict
8.2 The IT manager should also process risk assessment for the new connection of IT systems.
8.3 If any risk or problem has been found the IT manager should prepare a countermeasure to operate new system integration or postpone the modification.
8.4 The conclusion should be approved by the Designated Person.
9. Procedure for handling IT incident
9.1 The IT manager should handle IT incident occurred both onboard and ashore.
9.2 In case of following situation, the IT manager must report the occurrence to the Designated Person as critical incident.
(1) The incident can directly affect to the vessel’s safety navigation.
(2) Or, the incident can lead to commercial damage to outside of the company.
(3) Or, delay of the solution may lead to situation (1) or (2).
9.3 In case of critical incident, the Designated Person must setup Emergency Response Team to handle the situation in reference of “Regulation of Emergency Preparedness” (ORCA-MN-10-00).
9.4 The Designated Person can contact IT consultant or IT expert for advice, if so required.
9.5 The “Procedure for Cyber Risk Management” (ORCA-MN-20-02) must also to be referred to.
10. Relevant forms and information
Guideline for IT System Integration (ORCA-MN-20-01A)

Procedure for Cyber Risk Management (ORCA-MN-20-02)
Records for IT Standard Design (ORCA-SM-07-50)

List of IT Systems (ORCA-SM-07-51)

Records for Risk Assessment of IT Systems (ORCA-SM-07-52)

Maintenance Plan for Hull, Machinery and Equipment (the OMPS)
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