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1. Purpose

This regulation is prepared to specify the arrangement and management of IT systems in the Company and onboard ships for the proper implementation of SMS, including to response to possible cyber risks.
2. Application

This regulation is applicable to the Company and all vessels under management of the Company.
3. Reference regulations



SOLAS XI-2



MSC-FAL-1/Circ. 3

4. Definition
4.1 IT system
“IT system” is a computer-based system used for all kind of operations. The system can be total packaged equipment or install based software for PC. Any device, equipment or services based on computer are defined as a part of "IT System".
4.2 Cyber-risk
“Cyber-risk” is a potential risk to lead operation failure of the IT systems, which will cause financial loss, disruption or damage to the reputation of an organization. Cyber-risk includes external factors (such as computer virus, Trojans, or attack over network, etc.) and internal factors (malfunction, miss-operation, or system bug, etc.). 
4.3 IT incident
“IT incident” is an occurrence, which actually or potentially results in adverse consequences to IT systems, includes all deficiencies and non-conformities involving to the IT systems.
4.4 Cyber risk management

“Cyber risk management” is the process of identifying, analyzing, assessing, and communicating a cyber related risk and accepting, avoiding, transferring, or mitigating it to an acceptable level; taking into consideration the costs and benefits taken by the Company.
5. Requirements
5.1
Design of IT standard
For a smooth and effective implementation of the SMS, the Company shall set-up an IT Standard, and, accordingly, construct IT Systems in the Company and on-board ships under management of the Company. IT Standard is to be recorded on the “Records for IT Standard Design” (ORCA-SM-07-50), and to be annually reviewed for any improvement by the IT Manager. For details, refer to the “Procedure for Management of IT Systems” (ORCA-MN-20-01).
5.2
Operation of IT systems

Under the direction of the Designated Person and the Head of the Shipmanagement Department, the IT Manager must integrate the specified IT Systems and network systems properly and supervise and direct the relevant personnel to operate IT systems in accordance with IT Standard or makers” instructions.
5.3
Identification of IT systems
5.3.1
The IT manager should identify all IT systems onboard and ashore using the “List of IT Systems” (ORCA-SM-07-51).
5.3.2
The IT manager should process the risk assessment regarding cyber-risk for each IT systems and prepare for countermeasure if so required.
5.3.3
During the risk assessment, if a part of the IT systems had already assessed in the IT standard, the part of risk assessment can be omitted.
5.3.4
In case of addition, replacement, or abolition of the IT system had been taken, the IT manager must re-process risk assessment to the part of modification.
5.4
Maintenance of IT systems


In order to ensure the proper operation of IT systems, the IT Manager shall set up a maintenance plan (on the OMPS software) for the periodic maintenance of IT systems, including its important elements as well as associated software. The maintenance plan should include the following factors:
(1) Maintenance operation designated by each IT system vender.
(2) Minor software update.
(3) Backup operation of data.
(4) Condition check of each IT systems.
Maintenance of the IT systems should be processed in reference to the “Regulation for Maintenance of Hull, Machinery and Equipment” (ORCA-MN-09-00)
5.5
Hardware Replacement of IT systems
5.5.1
Due to service life, hardware of the IT systems required replacement.
5.5.2
The IT manager should plan the hardware replacement considering following factor;
(1) Recommendation of the hardware vender
(2) Condition report of the IT systems
(3) Improvement of new hardware tolerance for cyber-risk
5.5.3
Plan for replacement should include following operation;
(1) Replacement of the client PC due to deterioration

(2) Replacement of the peripherals due to deterioration
(3) Replacement of the hardware which has newer countermeasure to handle cyber-risks.
(4) Replacement of the hardware which considered being required for appropriate operation of the IT systems.
5.6
Version control for firmware or software of IT Systems.
5.6.1
The IT manager should control version tables of firmware or software of the IT systems.
5.6.2

If any update version has been released, the update should be applied as possible.
5.6.3
However, major update might affect to compatibility or connectivity among other IT systems. In this case, sufficient verification and risk assessment must be done by the IT manager before applying the update.
5.6.4
The IT manager should judge if the update is major or minor appropriately.

5.7
Handling of incidents of IT systems
5.7.1
The IT manager should handle and solve incidents in relation to the IT system onboard and ashore.
5.7.2
The IT manager should record the incidents for future analyzing, to improve tolerance for cyber-risk.
5.7.3
If the incident is considered as critical, the IT manager must report this to the Designated person according to “Regulation for emergency preparedness” (ORCA-MN-10-00).
5.7.4
After solution of the critical incident, the IT manager must proceed risk investigation for recurrence prevention.
5.7.5
The “Procedure for Cyber Risk Management” (ORCA-MN-20-02) must also be referred to.
5.8
Education and training regarding to the operation of IT systems.
5.8.1
The IT manager should ensure that all personnel involved in the Company's SMS have an adequate understanding of the IT systems and cyber-risks.
5.8.2
The IT manager should plan appropriate education or training in relation to the operation of the IT systems.
5.8.3
The education or training plan should be processed in reference to “Regulation for Education and Training” (ORCA-MN-12-00).
5.8.4
The IT manager should timely release a newly appeared cyber-risk to the relevant departments and vessels for prevention purpose.
5.9
Data Management of IT systems.
5.9.1
The IT manager should properly manage the data which is operated in the IT systems.
5.9.2
Regarding the data management, following factor should be considered;
(1) Availability
the data can be used in proper timing.
(2) Integrity

to prevent data loss or falsification
(3) Confidentiality
the data will not be leaked to any unauthorized party.
5.9.3
The IT manager should clarify about ownership of intellectual property for the data.
5.9.4
In case of transfer of management of a ship, the IT manager should correct or delete the data in reference to “List of the IT systems” (ORCA-SM-07-51).
5.10
Monitoring of unknown cyber-risks.
5.10.1
The IT manager should try to find out new unknown cyber-risks.
5.10.2
Master or each Department of the Company must inform the IT manager for any newly identified cyber-risk.
5.11
Management review regarding to IT systems
5.11.1
The IT manager should provide following information to the safety management committee during management review;
(1) Analyze report of the IT incidents
(2) Newly found cyber-risk and risk assessment report
(3) Trend information of IT fields
(4) Update information of software and hardware.
(5) Revision plan of IT standard with risk assessment 
(6) Revision plan of IT systems list with risk assessment.
5.11.2
The Designated Person should investigate this information and review the IT management in reference to “Regulation for Internal Audits and Management Reviews” (ORCA-MN-11-00).
5.12
Contract with IT consultant or IT expert
5.12.1
Operation of IT system which connected to Internet using TCP/IP, requires high knowledge and experience regarding IT.
5.12.2
In order to support the IT manager, the Company may contract with external IT consultant or IT expert.
6.
Applicable procedures

Procedure for Management of IT Systems (ORCA-MN-20-01)

Procedure for Cyber Risk Management (ORCA-MN-20-02)
7.
Applicable records:
The Company and the ship:

Records for IT Standard Design (ORCA-SM-07-50)

List of IT Systems (ORCA-SM-07-51)

Records for Risk Assessment of IT Systems (ORCA-SM-07-52)

Maintenance Plan for Hull, Machinery and Equipment (the OMPS)
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