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1.
Area of application

This procedure defines the guidance for taking necessary measures to response to cyber security incidents of IT systems apply to the Company and all ships under the management of the Company.
2.
References

ORCA-MN-20-00
Regulation for Management of IT systems
3.
Authorities and responsibilities

3.1
The Head of the Shipmanagement Department, under the direction of the Designated Person, is responsible for cyber risks management, including IT systems, onboard ships and the shore-based Company.

3.2
The IT Manager is responsible for the smooth operation of IT systems and, supervise, monitoring, and timely response to cyber incidents.
3.3
The Master onboard is responsible for the smooth operation of IT systems and, supervise, monitoring, and report any deficiency, non-conformity or cyber incident to the Company in accordance with the “Procedure for Management of Deficiencies and Non-conformities” (ORCA-MN-13-01).
4.  Procedure
4.1
Identify threats- The IT Manager, under the direction of the Head of the Shipmanagement Department, and the Designated Person, is to take measures to make all relevant personnel understand the external cyber security threats to the ship and the Company and to understand the internal cyber security threat posed by inappropriate use and lack of awareness.
4..2
Identify vulnerability- The IT Manager is to develop inventories the Company and shipboard systems with direct or indirect communication links with referring to the “List of IT Systems” (ORCA-SM-07-51) and understand the consequences of a cyber security threat on these systems also understand the capabilities and limitations of existing protection measures.
4..3
Assess risk exposure- The IT Manager is to assess and determine the likelihood of vulnerabilities being exploited by external threats, by inappropriate use, and the security and safety impact of any individual or combination of vulnerabilities being exploited. The form “Records for Risk Assessment of IT Systems” (ORCA-SM-07-52) is to be applied.
4.4
Develop protection and detection measures- The IT Manager, under the direction of the Head of the Shipmanagement Department, and the Designated Person, is to take measures to the likelihood of vulnerabilities being exploited through protection measures also to reduce the potential impact of a vulnerability being exploited.

4.5
Establish contingency plans- The IT Manager shall develop a response plan to reduce the impact of the treats under the approval and direction by the Designated person in accordance with the “Procedure for Management of Deficiencies and Non-conformities” (ORCA-MN-13-01).
4.6
Response to and recover from cyber security incidents- After recover cyber security incidents by using the response plan, the IT Manager shall assess the impact of the effectiveness of the response plan and re-assess threats and vulnerabilities.
4.7
Investigating cyber incidents- The IT Manager, under the direction of the Head of the Shipmanagement Department, and the Designated Person, is to investigate cyber incidents in order to archive a better understanding of the potential cyber risks, identification of lessons learned also updates to technical and procedural measures to prevent a recurrence.
4.8
Response to cyber incidents of IT systems - The IT manager shall assess its vulnerability and impact and give a response in accordance with the “Procedure for Management of Deficiencies and Non-conformities” (ORCA-MN-13-01), and coordinate with the makers of the operational technology system to ensure its safety and security.
5. Relevant forms and information
Records for IT Standard Design (ORCA-SM-07-50)

List of IT Systems (ORCA-SM-07-51)

Records for Risk Assessment of IT Systems (ORCA-SM-07-52)
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