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Appendix
Guideline for IT system integration
Client PC

(1) Following points should be considered for selection of client PC model.

(a) Sufficient CPU power, memory, HDD space to operate the IT systems. Especially, security software requires these resources.

(b) PC model which has enough reliability to operate onboard.
(2) Language model might affect to the IT systems. The IT manager must verify it if PCs are supplied from different countries.
OS
(1) In order to apply necessary security update, “auto update function” should be ON as possible.

(2) However, major updating of OS might affect to the other IT systems or peripherals. If the IT manager decides to update the OS’s version, sufficient verification and risk assessment must be taken.
Basic software
(1) “Basic software” is software which acts as system requirements of each IT systems, such as MS-Office, PDF reader, etc.

(2) Major update of basic software might affect to related IT systems. So if the IT manager decides to update the version of basic software, sufficient verification and risk assessment must be taken.
Application software
(1) All application software should be verified in IT standard environment by the IT manager before installation.

(2) If the application software has a communication function, detail of the function (communication port, destination IP, etc.) must be clarified. If communication detail of the software is not disclosed, the software shall not be adopted. 

(3) Application software might have conflict to the other applications. In order to prevent conflicts, the IT manager must proceed sufficient verification before adoption.

Anti-virus software

(1) Anti-virus software (or any kind of security software) must be installed to all operational official PCs.

(2) The IT manager should prepare an appropriate method to update definition files (or pattern files) to keep Anti-virus software operational.

(3) Especially, in the vessel which has an ability to access to the Internet in the ocean, “online updating function” is required.

Communication infrastructure

(1) In order to ensure communication reliability, it is preferred to have more than two different kinds of communication infrastructure.
(2) The IT systems onboard are preferred to operate as “Open system” which will not be affected by any specific communication infrastructure.  The IT systems onboard should be independent from communication.
(3) To control the latest cyber-risks, maintaining the version of OS and applications by auto is very crucial. If the vessel has no ability to apply “auto updating” via satellite, shore side communication such as 4G should be adapted.
Vessel Local Network (LAN)
(1) Vessel LAN should be designed to suit each IT systems can be operate appropriately.

(2) Vessel LAN can be separated to multiple sub-network to control packet traffics.

(3) Following IT systems are preferred to be separated into sub-network due to their traffic volume.
(a) Internet connection for crew welfare

(b) CCD monitoring camera system

(4) For any IT system identified its importance, the system should be placed into independent sub-network to ensure traffic reliability.
(5) For crew welfare network, it is preferred to have Wi-Fi access points. So, crew can connect his private device to them. In order to avoid network conflict, Ethernet connection should not be provided to crew network.
Peripheral equipment
(1) The IT manager must clarify the detail of communication function of all LAN connected peripheral equipment on board (port, destination IP, etc.). If the communication details are not disclosed, the equipment shall not be adopted. 

Crew private device and private internet connection
(1) Most of cyber-risks are coming from crew private device and private connection such as “rental 4G in port”.
(2) To bring this kind of situation under control, the IT manager must prepare appropriate countermeasure such as;
(a) Train and educate crew to have adequate IT literacy.
(b) Identify the difference of management policy between official IT systems and private devices.
(c) Prepare specific method to block this kind of cyber-risks which come from crew private devices and Internet connections.
(3) One of the better solutions is to supply controlled Internet connection for crew officially. Then, IT manager can arrange appropriate filters and sub-network settings to prevent this kind of cyber-risks.
SNS or private E-mail access
(1) SNS or private E-mail access of crew might have security-risks.
(2) The IT manager should identify which onboard-information should be secured.
(3) The IT manager should train the crew for handling of secured information.
License compliance
(1) The IT manager must ensure that all software and hardware have appropriate license. 
(2) In order to avoid unknown cyber risks, following systems are prohibited.
(a) Illegal copy
(b) Pirated edition
(c) A hardware which have unauthorized modification.
(d) Any illegal network devices.
Network router
(1) It is preferred to have a network router independent from communication infrastructure. So, the vessel LAN can be operated without dependency.
(2) Network router should have an ability to switch multiple communication infrastructures.
(3) Network router should have a function to control internal network traffic.
(4) In order to avoid un-controlled traffic or cyber-attack from outside, un-necessary port must be closed in filter settings.
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